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-1 EEMgEELTOER

(BEF - ITRIES - GHEAMEHEE) (2008 45 10 A 5]
3-1-1 Ry FO—V EEOWZ L XIR
(M FYrI—UBEBLEY—EXR

Xy MU= EFHOERAMNE, BELEDTREHRIE ISV — 2281 MkT 2720
2, BIZE o ¥EB 7 0t A2 L, Bk I 5 HRE % 0SS (Operations Support System)
ZEAELC, ERLETTHZLITHD.

ZIT H—tR)] Ewnolzbx, £F, EFENEND, T FBERTEDL LV
H—E2ZREVENS. T [EEmEYF—E 2] Luvvbi, NE (Network Element : 284t
HE, (BB & Ol 2 Ok ZESEFE> TIREEL TV D —E AT, BRED ZHEHAIC
BHOET, NE 22bs 85 LicioTRikan 2. ¥, Zo¥—ev 2 R2kicid, HE
ERET D, EEBOEREIT), UBRACREZXEITO L, MHD07zH T NEINW
(Network) U Y —RA%#fE, Z{bEEHZ L, T72bDH NE AL —va UpgRkansd.
—77, BEROEZIMMIRIE LT MHFRREY — B 2] 2 s LTEY 1, BET
TAh, FORHEME, BHEEEZOE OO —E R, ML LTIRADIRETHD I LN
Ih, BEEEE NEINW LA E LT, (XL —varvdh—Ex) BERINLTND.
X, ARL—F L 0SS B—lkE oo AN L —ra ko Tt I B.

P AL AR — g VOBR, AL —va v — B2 OMEMNIT 2B 3-1 ITR
ﬁ— 1),3).

2k, MHPT (AR —2% =2 BEFRINL TS, ZiLE, NOC (Network Operation
Center) WOV —EATIEIHDIN, 7774 IN2—PFA U F T 2= AR a—v -~V
AVET2—ADRMPIZE EE BT, AL —F I LT, NE AR —v 3 B RS
JEEAT O BB 2R WA R IR T 5 2 L b EE e (AR —F Y — R O&E
THY, BELLTOARL =Yg P =R %A ESELERO—2TH 5.

RrEEEIL—

+R—a fEREEY—ER
OSS: Operations Support System
NOC: Network Operation Center
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(2) ARL—=2avDRTIL—VEREBEIL—

RITEOK 3-1 T, BEEESC NE MISICEEI DI AL —vay, Thbbd—E A
RALCESE D DD [ETF S L—r ] OF L —ar, ZO-0O0OBIROE A 5 7=
O REFEHET L —2] OFX—va URERINTND, AR —v a3 VOFERBET
b5, BEEP—E2OMmME, VY —2OEMIEHICE S 2 X MR S120030 5
MET T —VICBWTARSNTEY, ZbORERS ERRIRRERE, ARICRE
BT L= 2 [REFHRY—EX] &, ET7L—r DA —va OB,
BTEITHD, —F, BEFLTL— b OMERE FVLERERORMSC, SO,
R —DFR_R— g U~DRMAR, T L— 8k Ens.

12 £#H7nERETOoRaViR—FR Vb

(1) EHEToEROA/HTEaVR—RY ME

WEEICB T DAL= 3 07 aR A5 TIE, R BEREfRORN &g
EONZEKEIZ, SP (Service Provider) PNEB& ON SP I OHE A ik, BHLFEH O A L— A 725
B, FIIEH Y AT AOHRNLMBEEAZIANE LT, @EY Y —2 (FEESKY b
U—27) OEBIERENS, BEHEEERE LNy X T T u—FIckD, ¥E vk
ADFNT (EB T ADEEBLE T Aa -3 b/ 7 a—0ER) BiEDLNT
7.

i 2 ASTIZBHGE S 7z OSS TIE, £ 6 O ARARO CTHREETH 5751 T/, A
MTHT — XD _EEA - A8 CORBENBEMEL L TEZ 85 -oT, NTT TiE, BE
FEH DM 2 N— 1T, 1991 AL —3 g v & — B REHO RO kG
LT, #hExR, xR, SO (Service Order) &, KMOGHERZEYRAT B —0 4 KDOFE L
FTHANRL = a VORAT —FT 7 Fr BRESN Y, A OBEMEZ BRI L7 0SS B
FEOFEEE S, InLoEEEIC, B3 21TnT i ok, KVHANRESE  n R
DaAVR—Fy kT a—BHTR SN SERGAER S L 20,

ting Management
SO: Service Order management

PM: Performance Management
@ TM: Trouble Management
RP: Resource Provisioning management
()¥I7oeR
E3:2 #HIoere&TowRavKR—U b
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ZITE, UTOHESOEB T a2 a Ly R—% v FREBSINTND.

(2) FWIC SP BREMHLESEZ LD, EHICADLET, yY—E2%&4mT5 SO (Service
Order) 7'mt& &,

(b) &I, FEfE LTOI—EARBEKOHHFLBVREIN TV INEELRL, B%
BRICHRALIR I 23295 PM (Performance Management) ~'m2& &,

(© FRIZIE, BEROWMRA/LNRVREAFELEL, ZHISHIET S TM (Trouble
Management) 7' & &,

(d) ERROT AN L—=RITbND DI, TH) V=% (xy hT—=IRY) &
FHERICAE LT3 < RP (Resource Provisioning) 7 =& &.

(&) F—ERBHDOFEDL KV L LT, HE7u v ANSDER L, Bie LRI T,
BEEIL, =R TE, HDHW0E, NURLVLEEEE, BEL, kL, IUW
3% AM (Accounting Management) 7' & A,

SO, PM, TM X, BHEHEL U Y — A& FES Vertical 727 =& A LR B, HICES
0¥ ZTHONWT, BEAELEEET DDA ZRIEA R —Ya T a2 e Ry hU—2
U Y —2OHIH - B - MEEREAT S Y Y —AREA R L —va v R, @ OBE L&
THAT 4 A a7 akR) Horizontal 727" 2 X ENLESHT B, e AMOSR
BHRINTVD. £ AT, BEKESY Y —X, MBERESR EOERN T —4
N=2ZANEx LT o, tho7etR g, thoreexnbsiiansg. et R,
FIZWL 20 DY 7 T a ALK SN D.

Customer

Customer Interface Management Process J—

Customer -
sues || oraer [ e 1 s || e [
andling andling Management,
; Customer Care Process
Service .
[ Information
Management : : ; Systems
Service ) Service Service ) Management
Planning/ Coﬁf? r\lillrcaetion Problem Quality I;:ggﬂn?ir;d Processes
Development, 9 Resolution Management 9 ——
Service Development and Operations Processes
I
Network Network Network
Network [ Planning/ ] [P Mg ] [ Inventory ] [Maintenance] E\letwork Data] —
rovisioning ) Management
Development, Management) |& Restoration,
Management -
Network and Systems Management Processes

Physical Network and Information Technology
TeleManagement ¢

3-3 TOM : Telecom Operation Map (Hi/& : TeleManagementForum GB 910 v2.1)

—J7, WM EWTY, KE, DFEREOEEX Y U T THREEORB A ED S, R
Fy RU—ZBHICET A e — N ar Yy —3 7 A LTERICES L T2 NMF
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(Network Management forum, %12 TMF : TeleManagement Forum & cd#5) 2%, SP %% 7 n+

ZDHENEE SP DR T 5 EREFOPIRELOBLR T, 1994 225 Z ORREEEICELY
FATZ. B~V T @ GR 2869 Y & %\ M ITU-T 0 M.3000 3 U — REhE 72 £ Ok O FL 1
{LDORREESRL NS, MBI SP O¥EBERERELIEL, (B n X0k G, #Hxo
TutRar R b, ZTOMTHEIZZBRTXEFERICONVTER L, 1995 FICE
3BIRTEIZ, I5Oa L R—x3> M7 TOM (Telecom Operations Map) & FE[EHL
DEEHERMH STz O,

TOMIZSP DOARL—varp7atAz, 7a—/Li ) —70385 L7 #h TORE
#ZR L LC, ®IZIX TMN (Telecommunications Management Network) O ELT —%7 7 F ¥
BRI, ENERBSENBOEVR AT o AZWL L LD E LT, 0%, £
<D SP, RULNREIL, ZhESW LT 0SS OBFNHED Hiviz. [FRHTHR e o7z~
4D 0SS MG A HHEH S 2 TRkl b i H a7,

(2) RSN EHITOLX
AITHOES T vt AL, EROARELZBET —CRAOFEE RV TRF S T
7-bH DT, fLD e-Business &, TDOA L TTANTI I Fr ELTOIP Ry hT—7H—1
ANEFITIEH S TWARRICIE, St 20l R g, Hi-z7 ot 27 o —oiE,
Bﬂ% 75%%&7‘&0’(%7‘_. FICBEAIAL D~ LT SP BREEICIVNT, SP B TTOBig & R
RO MENE, B ) Y —2ADFTTAYnh, TU M=V TIZKD0EkD SP ¥
BOWNE T 2 ZELS b D L 9 72 /8= hF—o&EI oK A 2%IcED 5 Tnb X
HIRIEMITH - T, EHM TOFEIEROMATEZ AR DAMANNIE L o TE T,
DI, 1R, SPOWEET nt A (BEEKICEHED DD B2V, SP VM E ICRET 5 -
P—ERADFEE, T4 7 A 7 NVEBROTav R E) LT, HHILORMR LI T
77t RO T, N— P —MTOEFGOLEERRE SN, FIZY 7 My =T
WEERT L0, TokAa R —F%r NOBER LMD LR IRE S -,
SP DEEFII DD T B ADLEGEIE, UTOLIICEXDZLNTES .
WZDhb b7 LA ¥ & LT, SPDIENTBERE, /S— F T — KO SP 210 % < BREEAS
Eﬁéﬂé INBEDOT LA VICHIELT SP WTIE, BERICEENST S 7 ak® A, §
2B, TOM R TMN T SN TE 7, BRSO — BRI DDA —T g
TR ARD L. ORI A= =2 SP O—iE L TRER L EENNDDEE
WOWTOFRT o AMBEMENTNS. ZHD7rERE, BEROEL L AN
rU L Lfﬁbhéﬁx&v KUZToo7av R LRI ENTED. —F, X1 —
Var Tt ARAL—ACEITENDTHIC, SPAY Y —ADOM%E, AL SICL D R,
ELTOY—ERAZHANHAEL, TOITA TV A I NVEEHT LT ARNMLETHSD.
ZHUESP OB DU TEITENDE TR ATHY, SP R 7D Fut R EEEZ LN
T&ES., ZZXb ) Y—20RMEL Lo~ —%2FHT 70 ARNEETN5.
TITC, A= b BRI, EROARMEHRD X OBREIFRES AR LIC
HEEPLETHDH. ERONR— T —iF, By hT—27 VY —2ADOHTIF34 ¥ L LT
SP RUZ D7 ot RIBWTEREDMA - @ik ENEREEITH 7243, e-Business,
IPV—E AT, AL —va v OfEE, T72bbhAX~ R 707 ak AOMHEkIcE
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WCHY—ERY Y —RAF N — g VU Y —R T 58— M —% XL, B
WD SP DA THERE Uiz — B A 4R35 Z & A5 ERAHEZRDRILIC /R > CE 22 & TH
L. EHEOP—ERAT U NY F=—2 T, FUEBEEEN, SPTHS LR, & HIHEM
TEAR—=F T —TbdY, HAHRATEIBERTLHY, BHPHTFO SP NI/ — T —

ELT SP Ot RADRNTESHMBPIAENTNHDONERETH L. BITIE, BFELLT
D SP &Y &< BEERC, BEZT DL D)5 7 u ANNME T, Zhid Enterprise Process
EREEN TV S,

TMF I3V H R Z ORTEIZIY #A, 1997 225 TOM ORI E LT, eTOM D4 D%
TR R BAG L7z, 2002 ARSI OIERER SRR S, 2004 21T ITU-T I8\ TS
M.3050 & L CHAR & 72 ®. eTOM @ e i, enhanced & [IFIZ, e-Business & &k S T4
T BENTEHLDOT SP OET e AZRRE LT, ZOWMILEERILEZRAS ETDHH0
TdhbH. eTOM OFEIC SN T 2 T 2-3Hiz Iz,

eTOM 78 SP D2 % I N—F BIRT 2D 2 727, eTOM 23R < 1T H— B A OFENE,
BT, — e —EREEIC LA TE D RRIER D D & O ILA 7. eTOM D
BREMOE SR RIS EDLZ L, HDHWVIE, MO —ERETOEI R AT BEAD
MRET O R A eTOM IZH Y JATe Z &, [NWHIPITO BV R AT n 2D LHFLEMR L, IPle
EURADA L= ARG, HRORNVEHY AT AOMEERET S Z L2k D &L OMHF
bdhoT, BETAMO 7 N —T L bl L RFERTFTORA B MG E > T 5.

3-1-3 EEH#EE (TMN Management Function)

TOM X e-TOM THEZXTWA, ¥(K7at R E2ETT5H-OICLEREPEE (TMN
Management Function) 73, U Y — &%z flZ, ITU-TM.34009 TRENTWS. FHIE
fElX, v hU—Z7#HilF (P, ISDN, ATM 72 &) OFH KA A2 (772, 27
T AL <@ L) (K AF b TRRIREN TV A, %57 0t A LFIHSEED BRI,
TMF GB 921T® THH SN TEY, WEHEEL, v NV —2FH2TH>H (FEY—L R
Oa—H) PRI TE HUHOE/NEAT, AN EHDDBHICERS N DO LD, —
BiC— DR T v AN OMRE R AT 5.

BEDZEPL (B 21Z, Alarm Reporting Management, Traffic management) (25T, —##lZ
RSN EEEREL £ LT, FEMIEE ~ M (TMN Management Function Set) & FES.
EHEMKEEY v MX, OSI O AT NEFHHSREO N TH D, FCAPS (F: [EEFH, C: HK
BHL A ERAAEEE, P MEREEEE, S X2 U T 4 FH) IV, IR TS, UK
D M.3400 TlE, LEMEOBEWVEIBEREICOWTORFHMIEL VL E TR ENTEY
MO TIXEEEEE v b LNV ETORIBRE R TS, FEHEREE Y F2W<O0nE
Lt Dk, BEEE Yy N —T LIRS, LTI, FCAPS THEI N, EEERE
Ty NN —T O EE R,

(1) Fault Management (fEEEIH)

Fault Management (FE5E%&#E) TiX, * v b T —o7 0V — U AOEEM AT M AFHE
DIMEOREFIE LAF LI #A~D 7 7 2 A TH S RAS (Reliability, Availability and
Survivability) Quality Assurance (S#EME, wIHME, AFMESE ORI, ERORH, LN/
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SHT/ v 7 A E Y % Alarm surveillance (ZSREER) , BEE T O R E PO E & T EMRR
T® % Fault localization (MIERFE), 1B 1 & AC(ERE H1E% B9 5 Fault Correction (%
BAEIE), 7 A NOFELE AEFEEHT 5 Testing GRER), BEEN DO~ 7 T HE
R KNI TAF Ay R EEFT S Trouble administration (k5 7 LR @, ANODEHELRE
Ty N —TRHY, 45 OFEBEEE Y PAERINLTND.

(2) Configuration Management (#mRiEHE)

Configuration Management (fpRE#) TiX, * > bV — 7 RFHINLE R T —Z 0V — /L~
DT 7 & AHERE T & % Network Planning and Engineering (%% v ~ U — 7 #&5F & i), aiEse
B, EHEEEAOEFEIETH S Installation GEA), J—ERIEHR, BEHEEK,
~ =T 4 I ERA~DT 7 & AERETH % Service Planning and Negotiation (¥ — & A §%7
LAZHR), BRI — X2 MET B -0 DL — MRIOEEGE ER, EE LRI S OB
BEEETH 5 Provisioning (Frbya=7), v MU—ZIREOEGKEGE, EEIREDOE
i IS HE & S — B 2 O HFERE T & 2 Status and control CIREE & HlE) @, HoODE
HgREY v 7L —7 BB, 70 OEHEEREL Yy PRTERIN TN 5.

(3) Accounting Management (FE&£EE)

Accounting Management (GR&&EHE) <, 5 ERE OFEKEE, EHEOBER 98/
LR BRHERE L T 6T — X OOy ETH 5 Usage Measurement (i Fi &30)5E) ,, ik
B2 A Ny HrERE T H 5 Tariffing/pricing Bk ), i, £4, 5KE, HEREDOE
&R, Ferp EoREOEIEEEETH D Collections and Finance (4£4: & 15%5), %DM
¥ 5 PIFERE T d 5 Enterprise Control (BZEHEHI) @, WOOEIEREL v N7 L—TRH Y,
56 OEFFREE » FAER SN TN S,

(4) Performance Management (tE#REEIR)

Performance Management (PEREEHE) <TIX, MERERECHEMG k2R ET D200
Performance Quality Assurance (PEEESHVELPRAE), PEREEM T IEORECHIE, &8, /rhrikae
T % Performance Monitoring (MERERSHR), M T b v 7 BEFIEORES N T b v 7 il ik
AETd 5 Performance Management Control (MEREFHL L HIH), —b R, FTv vy, HiE
DOYERESHT T EDFRTE, PERESHTLHT il B D@ ENEEE T d % Performance Analysis (PERESY
Br) OW-OEEEIEE v 7 A—T B0, 38 OFEMEEL v FAERINTND.

(5) Security Management (&%) T EH)

Security Management (b = V7 (&H) Tk, AW - HENEX2) T BB, T7%
R EPHERE Td 5 Prevention (FRi#), WIS EER, b7 b v 7 ORFEOHHHEE, v b
D=V 7 b7 nbDEXa )7 ¢ BHHERETH D Detection (E), AT LS
Ky U —7 OfEEsRo VL, X =V 7 4 HENLOBEA, BEHTEE CEHET R
{& 72 £ @ Containment and Recovery (#ilk L1EIH), EX =V 7 4 KNI v ORESL, FENE,
— B, T e A, REFE, GERVERL, BXa VT o B, kX ) T 400 Lok
Td % Security Administration (¥ = U7 ¢ &H) O, WODEHHEEE v I A—T N
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D, 55 OEHEREL v PREHRE SN TN S,

M.3400 T, EHliEt v FOBIEICHOWTHE T Xy 7 AT EN TS, Th b0
PSR ERICESCEE T v A2 HHTH LT, EFE 7ot 2AOMEEMEEZ&ED 5 2
ERTES.

3-1-4 EEIRT LD
(1) EHIOERE 0SSEF

ZHETO 0SS DERFIL, G2 bR OESE 7 ot 2K L TREICTF 2a—= 7 &
N2V AT BERMT 2 Z LICEIRBEBPN TV, LEB->T, fkov 27 AH#EE
HEVEHRST DL SP BNEDICEM MR LR T 5 AT 22T 0T T AT
Ta— LU BB LTER. £, Tk 57 SP Hx OMAREY AT LAOBKE
T 57120, SPRNEICEBWCHL Y AT AL VT 7L —a Y EE L CE 8B L 0. 20
EOREZFIL, —oDOETRRATnR AREMITH Y RE B LAAVERIZIBW T,
TRALKERE, BASEN, MR CoREME VWO B CHEERBE L H o7,

i, GO BH DAL= 3 YELT O DI, BRI & 2R o ISR Y R A
Tt AR LTz, BT, OB 0SS OBHREA Lo 0SS & DA X —F T
EY T 4 ORISR b, T72iE “Faster, Cheaper and Better” 0SS MBI¥ TH 5 10,

I, BERIZH T2 T, (D —E AT a AL XL L TOEHROE, EHFEOHAR (B
TURAT kR, 5N ORI A AR & U TR E, kL, 205 2T, @51
FEITER L TiE, 2RMBICB T DMEMNT MO AT LEDA V2T 2 — A RIS ER L
QPERD Y 7 FORGEEN—A L LIZfED 0SS D, Y7 MEA, Y —LOILTHER—2
& L7, #ANL TS 0SS M T 5 MERH 5. §705, COTS (Commercial off the Shelf)
ZX—2 L L7z, “NotBuild But Buy” ~DFAEDIEHLTHSH. TM Forum T3 99D H LT
% NGOSSTM (New Generation Operations Systems and Software) & Wb 57 —F7 7 F % T
%, EVRAT IV =y a CEBRIAECREELZE L Ca AR MLz b D%
HEOBENATER L, EHETrERA2EHTLDICT—7 7 —x2 vV TEEY
n—%EFL T 0SS M7 5 Z LICL—ERBIMPO T AT LA ENOE ST
792 E2ANE LY, BRI AT 2B E LTI, AR - S0 oA 23 &8EIC ks
PITNS.

| T34

1) LR, WF, WA, “AX—va VAT AT —FT 7 F ¥ -BESE~OY—E AL BREICE
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2) Masayoshi Ejiri, “Competitive Telecommunications Management and System Development,” IEICE Trans.
vol.E80-B, no.6, pp.805-809, Jun. 1997.

3) VLA, FEBH, Tl ala=r—yalFHL]-Tlala=br—va FEHOa BT kN EER
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5) NMF, “A Service Management Business Process Model,” 1995, (FlIFRIR : MMM = B3R, “l@E 4 — e R ¥
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Framework - for the Information and Communications Service Industry-,” Jun. 2002.
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B H—9®/—3E

3-2 QoS/SLA
(BEH : FZEE) (201141 7 2]

3-2-1 N\W BB (=175 QoS/SLA

Xy hU—=27ERICBNT, ZOEEMELER - T2 2 L VRIS BRI DK
WCBWCTEEEZRD., —BOICARR b7 4 — MITRELEND A v 2 —3y MR — B
ZIZBNT, BEFEFVNHEFICH L THDL—EDO—E A (QoS : Quality of Service)
EFRAEL, ZE LEEREARMET 226 T, thoFEE LOENENELLTE S, 20
Y9 B FITHESERAES N TV S D) SLA (Service Level Agreement) T 5. SLA &1,
R EES LHEEOR T, ZHRICBW T TOIRY ZbTBEMEICHET2ARHFETHS.
—RECBREFREE DB O LR L2 DdE MEIC oW T, THE S IR A E
O, BERICRTT S, BRI, RINBEMEPEAIRICBNTHETELLDOTH
U, ZOBEHRERLBEEYV—CRCETL2EOEITH. BF, BEFER BRI
LT SLA CAELIBEMEERTET D 2 ERHRESTOND. £z, SLA iz sh T
WHMNE DN, WBEFEENMT O EHNRBIIC L > THESNS. b L, MHNOH
12X D SLA TRENTZIEFMENER TE R0 > 2 5A1E, ABEERE O iz LIz
Lo THRAREZMET 5. B 3:41C SLA DRENRHENEZRT.

[ sy ] ER - B8 - 3th
E7 T TBERHORHET N ) F p | bz
H

e - A —RE

3-4 SLADHEN

SLAZED D Z L, MEFEELOBRICE >C, EERSEZHMITE 52 THLAL)
THD. FHIRA T 4 — Mlxy N =7 P —E AT, BEMEOHICKT D
FKORET—BMICHECTHD Z &, E@x OBEMEOLILNETOEET 7Y 7r—
Ta yOWESLLICERE LW LR Enh, BEN Lo — A0 X MIxfL
TROLNIZEERENRYICZY TH DA BBIICKRIET 5 2 LIXES TIERW. SLA %
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2) “IEEE Standard for Local and metropolitan area networks - Port-Based Network Access Control,”
http://standards.ieee.org/getieee802/download/802.1X-2010.pdf

3) “Remote Authentication Dial In User Service (RADIUS),” http://www.rfc-editor.org/rfc/rfc2865.txt

4) “RADIUS Accounting,” http://wwuw.rfc-editor.org/rfc/rfc2866.txt
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“|EEE 802.1X Remote Authentication Dial In User Service (RADIUS) Usage Guidelines.,”
http://www.rfc-editor.org/rfc/rfc3580.txt
AR, o B R X ARMROEEREF RN - DRM & 207 Y iR, RO RS RS,
2006.
ferx RE— i, “f & —%y MEROEREX 2V T 4 - W5 &E &L, L3RR, 2000.
CTYRTITIT 4R THA R Ny FEH”
http://www.jpcert.or.jp/research/2010/GPG_Patch_Management_20100531.pdf
“Good practice archive - Patch Management,” http://www.cpni.gov.uk/Products/bestpractice/3026.aspx
“Trusted Solaris Operating System,” http://www.sun.com/software/solaris/trustedsolaris/index.xml
“Security-Enhanced Linux,” http://www.nsa.gov/research/selinux/
CHARTAY TBFaT A Z—Fy M——0ORELEH] ”
http://www.ipa.go.jp/security/fyl4/contents/trusted-os/guide.html
S o T e Web N — OFBEE LA,
http://www.ipa.go.jp/security/awareness/administrator/secure-web/index.html
“7 7 A T U+ —/L,” http://www.microsoft.com/japan/protect/computer/firewall/default. mspx
“Netfilter - firewalling, NAT, and packet mangling for linux,” http://www.netfilter.org/
“PF: Packet Filtering,” http://www.openbsd.org/fag/pf/filter.html
“Snort,” http://www.sourcefire.com/ja/products/snort, http://www.snort.org/
“Integrated Services in the Internet Architecture: an Overview,” http://www.rfc-editor.org/rfc/rfc1633.txt
“Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6 Headers,”
http://www.rfc-editor.org/rfc/rfc2474.txt
“Windows Vista and Windows Server 2008 DNS clients do not honor DNS round robin by default,”
http://support.microsoft.com/kb/968920
“Linux Programmer’s Manual (3) - GETADDRINFO,”
http://www.linux.or.jp/JIM/html/LDP_man-pages/man3/getaddrinfo.3.html
“Security Architecture for the Internet Protocol,” http://www.rfc-editor.org/rfc/rfc4301.txt
“The Transport Layer Security (TLS) Protocol Version 1.2,” http://www.rfc-editor.org/rfc/rfc5246.txt
“The Syslog Protocol,” http://www.rfc-editor.org/rfc/rfc5424.txt
“Reliable Delivery for syslog,” http://www.rfc-editor.org/rfc/rfc3195.txt
SRPEE O T AT WA FLUE” hitp://www.meti.go.jp/policy/netsecurity/systemauditG.htm
“FISC FIAT4#—%%,” http://www.fisc.or.jp/publication/?=1280391169
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